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Digital image encryption algorithm design based on
Genetic-hyperchaos

YANG Na”~
(Tianjin College , University of Science and Technology Beijing , Tianjin 301830, China)

Abstract; In view of the present chaotic image encryption algorithm based on scrambling-diffusion, it
exists in the process of pixel position scrambling vulnerable to choose plaintext (ciphertext) attack,
we put forward a image encryption algorithm based on genetic-super chaotic. This algorithm
introduces the explicit feedback mechanism to the image scrambling process. Its scrambling effect is
not only related to the initial sequence of chaos, but also closely related to the plaintext itself.
Therefore, it implements the organic integration of image characteristics and encryption algorithms.
In this paper, we add the explicit feedback mechanism in the process of diffusion encryption, which
improves the sensitivity of the algorithm to plaintext, and it improves the anti-selection plaintext and
ciphertext attack performance. So, it uses the feature information of the image to encrypt, it also has
data-driven features. Finally, experimental simulation and theoretical analysis show that our proposed
algorithm can not only effectively resist choose plaintext (ciphertext) attack and statistical attack
resistance and information entropy attack, but also effectively improve the efficiency of image

encryption. It is a relatively secure and effective way of image communication.
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Fig.1 Genetic algorithm basic flow chart
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Fig.2 Chaos genetic algorithm flow chart
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